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BRBIEH, HEEEREMNEBEZTHEERREX EAERRIBEE /K
o, MEBANT WM Al (Adversarial Al) "BrER. EE A BAEMT Al HELE
CEEARRD, BEXNESHRBELACEEANMSTRERE, EETA Deepfake #i75
hig. SRR, Al $E3RE Botnet. BEHEERMURMEENEIESTHILI
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Which attack types do you anticipate becoming significantly more powerful or
frequent due to the offensive use of Al technologies (multiple select)?

Al-generated Deep fakes and Unauthorized Advanced malicious Autonomous
social identity fraud / sharing of code generation or self-
engineering theft confidential data with LLM evolving

/ personal data malware
72% 67% with Gen Al 47%

model

58% 26%

Al-enhanced botnets

39% spoofed

telemetry
generated
by Al

18%

Other 2%

Attack types on telecoms are expected to become significantly more powerful and frequent due to the offensive use of Al technologies. (ABI)
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588U ARE, Agentic Al FAXEHPITTEHA, mRRAE—ERENEE
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OPEX TF%£9 18%

B 70%HIEE B SRIMAEFEILL

Autonomous Network B ROI T[3A %] 1.7 {5 ZE 3.4 &

REHFERE, HAIRRHNEEERHUERNN—ORELRL. KBMKX, &8fF
TR E I IEENMERNEN . FRREVFIBRKNE, EMEERENFE LI
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Areas telecom executives believe Gen Al could have the highest impact
on their security operations. (ABI)

2
Threat intelligence analysis 58%

9

49%

Telco network configuration and security audits

Threat hunting (green) 36%

T
Policy and documentation generation
Privileged Access Management (Source: ABI Research )

Percentage o f respondents

Viulnerability management with automated patch guidance

Disclaimer: Product features, naming, and availability may vary by region and may be subject to change. Some products or features may be in preview or limited release and
are not guaranteed to be generally available. Integration between Microsoft and Nokia products is optional and depends on deployment and operational configuration.

HEISHIK: BRBENEN Al REREER

ANNX—ES, BETSHPORENE, #HEEREENEN—FLRT2HR
R, BHENEEN. £ A 5TEERE, SHEETNEEANERS. 6t
Al REeBEMZERNFTRERES, ERBEENE. = 1%, Zin5HENE
FAGHEER., EHARKEEERRT, HEIR{ME Azure Operator Nexus. Microsoft Fabric.
Azure Sentinel. Security Copilot. Azure OpenAl #6611, HWEZS. &, O
EBHETE, ZEMEENEIBELHAE, Al HRNELTE. 2E2E4E%IH5E
B4 E, Fi@iT Microsoft Purview SLIRSREEEaN{L. HIT B S EHIBLSIRE,
HREENZESETEAPRNRHE B ERER,

HEHEMEREM, HETIN NetGuard Cybersecurity Dome (XDR) E& AiZily,
FTEmEBRERENYT BRENEWNES, BEZON., TEEANM. EHN. 1%
TRETMEE, TERMERESEZ ARERTRELF—. TeeXEK. HHER
5 ETXo#, BEMENREESE 40%. BEAXEBNE, HAERABETEWHNE
FEAXERSEMRME Al (Agentic Al), BIIHFEEBEETEMITHE. SISEHRENEN.
B ERRE, BEERBALOTHNEMITEREM “RE" EHBE SR, I
BResiTIiiEE TIESRE(E 60% HBEEWELI A - 72147 - 730" ARETR
AR R



NetGuard Cybersecurity Dome The Nokia NetGuard

Cybersecurity Dome delivers

Telco Security Assurance comprehensive 5G security
] ]

across Core, RAN, and

] 1 H ]
Normalized ! Microsoft Azure Sentinel ' Remedial Transport domains. Built

data i Express route or Site-to-Site VPN : actions on Extended Detection and
NetGuard On-Premise Component Response (XDR), it aggregates
H ik " o and analyzes security data
with telco context, helping

End pr:;t:;;::gction NetGuard |dentity NetGuard Certificate / [NV IS0 Rey teams assess risk and
and Response sl Lifecycle Manager :: LGFLT“"E”Y accelerate incident response.
T " m " 2

1 i 3 1 Nokia NetGuard
Cybersecurity Dome on

Critical network infrastructure

Microsoft Marketplace

HELFFEREH, #EE T NetGuard XDR 5%k Azure Sentinel @33 & 45 VPN LI1
REXNE, FTEBNENSZMLeidE F MEIRAE + =HIRERS T B9
BiRE. X—EEATRNMNEBRERIEM A IRMEZRKEHE. RNEREXNEME
5, FREEEEMEMN L0 ATiz%E L5 T2 EENEERE, ERAEENE.
PRREEFESHANERN, A T—RBEEMEEVNESTME. BU%. 5XEMNEA
JEREE

ZRE, BABEMENANRERE

ERHIRET, WRSEETERRT S— M EERRNTLES: kREEN
SEBLEY, TEREEHNRGE, HEITA. REEE, FEEEEIEY
F Saas MABZHERIGEN, LHBOMEIN. SMRXEREEHIIE.

BfEE Al ENEREARBBANRENSINEES T, EEHCERERSR
FEFAMURMIERKME RS, Flt, BRESEETEEZANE—TFReR
+Al BEHEKERY. HREE:

e Microsoft Azure

e Azure OpenAl

e Microsoft Sentinel

e Security Copilot

e Azure Operator Nexus

MR R AY:

e NetGuard XDR
e NetGuard Cybersecurity Dome
e Predictive Security Framework

BEG—=FE. EUREM Al DEN, KABEMNEREWNRE. EXMEN



T, MEKEHAEREERX L.

e Self-Healing (BE#I)

e Self-Optimization (Bft{k)

e Intent-based Automation (EREIIX=NEZN1L)
e Closed-loop Operations (13RI E)
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